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NOTICE 

Pennsylvania Rule of Civil Procedure 205.5. (Cover Sheet) provides, in part: | 

Rule 208.5. Cover Sheet 

(@)(1)_ This rule shall apply to all actions governed by the rules of civil procedure except 

the following: 

@ actions pursuant to the Protection from Abuse Act, Rules 1901 et seq 

Gi) actions for support, Rules 1910.1 et seq. 

Gi) actions for custody, partial custody and visitation of minor ehitdren, Rules 

1915.1 et seq. 

(iv) actions for divorce or annulment of marriage, Rules 1920.1 et soq. 

(¥) actions in domestic retations generally, including patemity actions, Rules 

1930.1 et seq. 

(vi) voluntary mediation in custody actions, Rules’ 1940.1 et seq. 

@) At the commencement of any action, the party initiating the action shall complete 

the cover sheet set forth in subdivision (¢) and file it with the prothonotary. 

(6) The prothonotary shall not accept a filing commencing an action without a 

completed cover sheet. 

(©) The prothonotary shall assist a party appearing pro se in the completion of the form. 

(d) A judicial district which has implemented an electronic filing system pursuant to 

Rule 205.4 and has promulgated those procedures pursuant to Rule 239.9 shall be exempt from the 

provisions of this rule. , 

(©) The Court Administrator of Pennsylvania, in conjunction with the Civil Procedural 

Rules Committee, shall design and publish the cover sheet. ‘The latest version of the form shalll be 

published on the website of the Administrative Office of Pensylvania Courts at www.pacourts.us



Robert Mancini Alfeia Goodwin 
4 Guemsey Lane 117 Abbey Ter. eS 
Media PA 19063 Drexel Hill, PA 19026 
Phone 610-506-9827 267-977-0757 
Fax- None None 
Email Deleocyber@gmail.com —_Alfeia@mail.com 
Representing Self Representing Self as Candidate 

IN THE CIVIL COURT OF DELAWARE COUNTY, 

PENNSYLVANIA 

Alfeia Goodwin, Candidate S* District, Preliminary Injunction 

Of the United States House of Representatives 

Robert Mancini, Delaware County resident 

Registered Voter of Pennsylvania 
Individually 

Petitioners Pro Se, cv202 — STS 

¥ 

Delaware County, PA 
Respondent 

APPLICATION FOR EMERGENCY RELIEF AND SEEKING A 

PRELIMINARY INJUNCTION 

Petitioners, Pro Se, pursuant to PA. R.A.P. 123, PA R.A-P. 1532(a) and PA R.CP. submit the 
following Application for Emergency Relief Seeking a Preliminary Injunction and aver as. 
follows 
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INTRODUCTION 

1. Petitioner Alfeia Goodwin is a resident and candidate for the 5" District of Pennsytvania 

in the United States House of Representatives, with the address of 117 Abbey Terrace, 

Drexel Hill, PA 19026. 

2. Petitioner Robert Mancini is a resident, taxpayer, and registered voter in the Sth District 

of Pennsylvania of the United States House of Representatives, with the address of 4 

Guemsey Lane, Media PA 19063 

3, The Respondent, Delaware County (heretofore, the “County”), is a jurisdiction and 

government agency with a business address of 201 West Front Street, Media, PA 19063, 

4. The Election Assistance Commission, or EAC, is a federal agency located at 633 Third 

Street, NW, Suite 200; Washington, DC 20001 

5. The Election Assistance Commission is a federal agency responsible for overseeing the 

testing and approval of all Electronic Voting Systems in the United States of America. 

6. The Department of State of Pennsylvania is a goverament agency with a business address 

of 401 North Street; Harrisburg, PA 17120. 

7. The Department of State (or Commonwealth) of Pennsylvania is responsible for 

certifying all Electronic Voting Systems for use in Pennsylvania, having adopted EAC 

certification standards, and given the EAC has also certified any voting system that 

would be used by any jurisdiction in Pennsylvania, 

8, The November 5, 2024 election is a federal election and all votes in Pennsylvania count 

equally toward the determination of the Pennsylvania Electoral College votes, and 

mumerous state-wide races, including the Pennsylvania senatorial race. 

9. On January 12, 2023, the Acting Secretary of the Commonwealth of Pennsylvania 

certified the use of the Hart Intercivic’s proprietary election software upgrade known as 

the Hart Verity Voting Software Version 2.7. 

10, In February of 2023, Delaware County Bureau of Elections installed the Hart Verity 

Voting Software Version 2.7 as an upgrade to its Hart Verity electronic voting system. 

11. The Pennsylvania Department of State’s Voting Machine Certification Department, 

itemizes the various components of the Hart Verity 2.7 proprietary software used in the 

Hart Verity Voting System, as seen below in Attachment A, page 11 
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Figure ] Hart Proprietary Software! 

12. The Pennsylvania Department of State Certification lists the commercial-offthe-shelf, or 
COTS, Software and Firmware, authorized for use in the Hart Verity 2.7 system, as 

follows in Attachment A, page 12 

4 

ation/Hart-Verity-Voting-2.7-Final-for-web.odf PLL 
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COTS Software and Firmware 

[Microsoft windows 10 Enterprise 209TSC gag 
[Microsoft SQLServer Standard 2089 OATS 

[ Microsoft Windows 10 Enterprise 2019UTSC_ 0.007763 
[Microsoft SQLServer Standard 2039 5.0 TT 

[Nuance Wester OCR, Desktop,oeM pag Tay ac Wks = Eaves BD BIE, AEN WRG SGS iene BD Doce Toh 
titer bus Sandsona,-Cetronle a0 bese, Comoler Wansit 

| Mcafee Application Control for Devices (McAfee Solidifier) SF Baed4a | 

{Microsoft sate 0936.9 

Hardware 
Figure 2 Figure 1 COTS Software and Firmware” 

13. The Election Assistance Commission (EAC) sets national standards for the testing and 

certification of election machines and software. The EAC standards call for the testing of 

all software used in elections, before and after an election. The EAC defines software 

testing, sometimes known as “hash testing’, as a “trusted build”, (Exhibit A). 

“Trusted Build— A software build is the process whereby a source code is converted to 

machine readable binary instructions (executable code) for the computer. A trusted build is a 

build performed with adequate security measures implemented to give confidence that the 

executable code is a verifiable and faithful representation of the source code. The primary 

function of a trusted build is to create a chain of evidence that allows stakeholders to have an | 

approved model to use for verification of a voting system.” 

ation/Hart-Verity-Voting-2.7-Final-for-web,pdf Pi2 
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14, On Monday, September 23, Delaware County Bureau of Blections petformed a “trusted 
build” on a small sample, less than 3%, of the Hart Verity 2.7 voting machines the county 
intends to use in the November 5, 2024 General Election. Despite the requirement for all 
software on all machines to be tested with a trusted build validation, only 9 out of 428 
voting precincts, of 18 out of 856 machines were tested in Delaware County. (There are 

two machines per precinct.) Listed below are the URLs published by the county, 

claiming to show the results of that testing. 

15, https://delcopa.gov/vote/hash_test_results.htm| 

16. The results for Marple 3-1 is on the next page 
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Figure 3 Marple 3-1 

17. Below is the list of URLs for the testing results from the remainder of precincts tested: 

https//delcopa.gov/vote/pdt/2024/Hash Results/Aldan West 51903222110.pdt 

‘httns://delcona.gov/vote/pdf/2024/Hash_ Results/Atdan West _W2913451711.odf 
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httos://delcopa.gov/vote/adt/2oza/Hash Results/Uoper Darby 7 8W2013621201.odt 
https://delcona cov/vote/pdf/2024/Hash_Results/Yeadon_1$1913579012 pdf 

httos://delcops.gov/vote/pdf/2024/Hash Results/Yeadon_1¥72013638401 cdf 

18, The test results of ail the 18 voting machines tested, reveal a comprehensive list of 
software present on each of the 18 machines, including a software known as 
MathNet Numerics, not authorized for installation on the Hart Verity 2,7 version of the 
electronic voting system, and referred heretofore as “unauthorized software, 
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Figure 4_https://delcopa. gov/vote/pdf/2024/Hash Results/Marple_3_1_$1903182210.pdf 

ARGUMENT 
19, MathNet. Numerics *is a type of software used specifically for applying algorithms in 

numerical computation and for the manipulation of data, which should never occur in the 
tabulation of votes, and for which there is no conceivable use or application in the 
administration of elections 

20, MathNet. Numerics is not authorized for use in elections by the EAC on the Hart Verity 
Version 2.7. Since the Pennsylvania Department of State has adopted the AC standards 
for certification of voting machine systems used throughout the Commouwealth, it isa 
violation of the law for any jurisdiction in Pennsylvania to use voting machines on which 
unauthorized software has been installed.4 Software not authorized by the EAC, installed 

* hitpsy//numeries.mathdotnet.com/ 

httss//nwvzna.cov/content/dam/copapwe-pagov/en/dos/orograms/voting-and-elections /votine-systems/eertific 
atlon/Hart-Verity-Voting-2.7-Final-for-web.pdf 
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on Delaware County's voting machines, invalidates the certification of those machines 
granted by the Pennsylvania Department of State, 

21. Delaware County is in violation of EAC authorization standards and of the Pennsylvania 
Department of State certification, and is therefore cannot legally run an election using the 
Hart Vority 2.7 software, that is not identical to the software the Pennsylvania 

Department of State has certified’, It is illegal for Delaware County to proceed with the 
use of the Hart Verity 2.7 voting system in the November 5, 2024 general election, 
Emphasis added), 

POTENTIAL HARMS: 

22. Moreover, and more importantly, the use of machines containing MathNet. Numerics puts 
at risk the security and accuracy of the election. The potential hann in the use of 
uncertified machines, loaded with software that has the capability to use algorithms to 

manipulate election data, is self-evident, as candidates and the generat public will be 

unabic to trust the results of the election, be sure that their vote was not diluted, or that 

election data was not corrupted, altered, or even fabricated. 

23. Furthermore, this situation begs the questions of WHY MathNet.Numetics has been 

installed in Delaware County’s voting machines, and BY WHOM? 

EVIDENCE OF ELECTION INTERFERENCE 

24. The “why” question is self-evident, since the purpose of the unauthorized software is for 
manipulation of data, in this case election data. Unauthorized software does not install 
itself, Somebody with access to Delaware County’s election machines has deliberately 
installed MathNet.Numerics in an attempt to INTERFERE with elections. 

25. The “by whom” question is unclear, but there are only 3 possibilities as to who would 
benefit or have the means, motive, and opportunity to do so: 

26. There are 3 possibilities: 1 - The manufacturer, Hart InterCivic. 2 - A malignant insider 

with access to the election system, 3 - An outsider with remote access to Delaware 

County's voting machines conducting election interference. 

: 

ation(Hart Verity. Voting-2.7-Final-for web df P28 
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27. The person(s) who installed MathNet. Numerics on Delaware County's voting machines 

must be investigated for election interference and violating the civil rights of the people 

of Delaware County to have their votes counted accurately in a secure election process. 

28. Regardless of who chose to cormupt the votes of the people of Delaware County, the fact 

remains that Delaware County cannot legaily use the Hart Verity 2.7 machines in the 
upcoming election on November 5, and therefore the county must immediately prepare 
for hand counted tabulation, as specified in the Pennsylvania Election Code. 

PREREQUISITE FOR A PRELIMINARY INJUNCTION 

29. In Pennsylvania, a party must establish the following six prerequisites to obtain a 
preliminary injunction, 

a, {The} injunction is necessary to prevent immediate and irreparable harm that 
cannot be adequately compensated by damages; 

a, {GJreater injury would result from refusing an injunction than from granting it, 
and concomitantly, that issuance of an injunction will not substantially harm other 

interested parties in the proceeding; 

b. [A] preliminary injunction will properly restore the parties to their status as it 

existed immediately prior to alleged wrongful conduct; 

c. [The] activity it seeks to restrain is actionable, that its right to relief is clear, and 

that the wrong is manifest or, in other words, must show that it is likely to prevail 

on its metits; 

d, [The] injunction it secks is reasonably suited to abate the offending activity; and 

e. [A] preliminary injunction will not adversely affect the public interest. 

Warehime v. Warchime, 860 A.2d 41, 46-47) (Pa. 2004) (intemal quotations and 

citations omitted); see also ALL-PAK, Inc v. Johnston, 694, A.2d 347,350 (Pa Super 

Ct. 1997) (the purpose of a preliminary injunction is “the avoidance of imeparable 

injury or gross injustice until the legality of the challenged action can be 

determined.”) 

30, Here, Petitioner can ably meet all six prerequisites. 
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THE PRELIMINARY INJUNCTION IS NECESSARY TO PREVENT 

IMMEDIATE AND IRREPARABLE HARM 

31. In the absence of a preliminary injunction, Delaware County will conduct a Federal 
Election with Hart Verity Voting 2.7 that has Unauthorized Software (emphasis added) 
on its system, Delaware County will conduct and complete a Federal Election ona 
system that is not compliant with the PA Department of State’s Certification. There will 
NOT be [emphasis added] confidence in the results of the election if Delaware County 

‘uses the system as is. 
32. A preliminary injunction is necessary to avoid immediate and irreparable injury that 

cannot be remedied. Ail candidates, residents, taxpayers of Delaware County, residents 
of PA, citizens and candidates of the United States of America deserve to have a fair 
election. 

GREATER INJURY WOULD RESULT IN NOT GRANTING INJUNCTION RELIEF 

33. Greater injury will result to the Petitioner, Voters of Delaware County, Taxpayers of 
Detaware County, Residents of Delaware County, Residents of PA, and Citizens of the : 
USA will be injured by Respondent if the requested injunctive relief is not granted. 

34. Specifically, if an injunction is not granted, a foreign entity or malicious insider 
(emphasis added) will have manipulated the results in a swing county, in a swing state 
and can probably determine the winner of the 2024 Presidential race. 

35. By Contrast, the Respondent will suffer no harm by the granting of the injunction and 
will ensure that the votes cast in the Federal Election will be ACCURATELY (emphasis 
added) tabulated as an error in any one county can swing the results of the state and of the 
country. Furthermore, the results of the state, and the 19 Electoral votes to either 
candidate for the Office of the President, which could mean the Office of Presidency for 
the next four years. 

A PRELIMINARY INJUNCTION WILL MAINTAIN THE STATUS QUO ‘ 

FOR ALL PARTIES 
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36, Granting the injunction will restore the status quo with respect to the Petitioner’s 
constitutional and statutory rights as they existed prior to the discovery of the illegal 
software. 

37, If the injunction is granted, all the Respondent would have to do is conduct the election 
resulis by a hand count, a tried and true method which was used for over 200 years, 

PETITIONERS ARE LIKELY TO PREVAIL ON THE MERITS: 

38. The Petitioners’ right to relief is clear, and there is a reasonable likelihood of success on 
the merit, as set forth in more detail in the Petition, 

ANINJUNCTION IS REASONABLY SUITED TO THE OFFENDING ACTIVITY 

39, As the offending activity here, the existence of unauthorized software ( emphasis 
added) is evidence of illegal activity to interfere with the results of the 2024 Election, 

THE PUBLIC WILL NOT BE ADVERSELY AFFECTED BY THE INJUNCTION 

40. The Respondent has control over all election activities in Delaware County. In execution 
of every election, the Respondent is required to follow federal law, state law, and 
Pennsylvania Department of State requirements, There is no adverse effect of 

hand-counting the ballots 
41. Moreover, the requested relief enables the Respondent to comply with the Pennsylvania 

Election Law. WHEREFORE, Petitioner respectfully asks this Honorable Court 10 
grant a Preliminary Injunction; 

42, We ask this Honorable Court to stay the use of the Hart Intercivic Electronic Voting 
Systems until the issues raised herein have been adjudicated. 

43, We ask this Honorable Court to stay the use of the Electronic Voting Systems that have 
been tested, quarantining them until the evidence can be analyzed by the FBI and DHS, 
because it is apparent that a either a foreign agent or a malictous insider hes violated the 
Chain of Custody of the Electronic Voting System in accordance with Exhibit A. 

44, We ask this Honorable Court for the performing of a proper Trusted Build Validation on 
the remaining Electronic Voting machines to determine if that unauthorized software is 

present on the machines that did not undergo hash testing. 
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45, We ask this Honorable Court to Direct the Respondent to take all reasonable steps 
possible to notify the public, candidates, voters, taxpayers, residents, and the 
Pennsylvania Department of State of the existence of this litigation, and the deficiency of 
the Respondent in the Election Process. 

46. Entering such other relief as this Court deems just an if) 

Date’ 9 OF 72024 WT, iz kA 
‘het Goodwin, Pro Se 
1hy/Abbey Terrace . 
Drexel Hill, PA 19026 
Alfeia@maiLcom 
267-977-0757 

CL Liew, 
Robert Mancini, Pro Se 
4 Guernsey Lane 
Media PA 19063 

Deleneyher@gmail.com 

610-506-9827 

i} 
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IMPLIAN( 

1 certify that this filing confirms with the provisions of the Public Access Policy of the Unified 
Judiciat System of Pennsylvania case records of the Appellate and Trial Courts that require the 

filing of confidential information and documents differently than non-confidential information 

and decuments. fi ” (7 

(Hy ik 
os oodwin 

Robert Mancini 

, 
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VERIFICATION 

Robert Mancini states is making this verification. I verify that the statements are true and correct 
to the best of my knowledge, information, and belief, I understand that false statements made 

herein aro subject to the penalties of 18 PA. C.S,Subsection 4904, relating to unsworn 
falsification to authorities 

Date : 09 September 2024 4 Veen, 

Robert Mancini 

Alfeia Goodwin states is making this verification. I verify that the statements are trae and 
comrect to the best of my knowledge, information, and belief. Y understand that false statements 
made herein are subjeot to the penalties of 18 PA. C.S,Subsection 4904, relating to unsworn 
falsification to authorities 

Date : 9 September 2024 
f | 

mm FN yen 
UW? 

a ' Goodwin 
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‘The Federal Bureau of Investigation (FB, in coordination with the Department of Homeland Security's (DHS) Office of 
Intetigenca and Anahsis (I8A), the Oybersecurity and Infrastructure Security Agency (CISA), and the U.S, Election 
Assistance Commission (EAC) prepared this overview to help partners defend against insider threat concems that could 
materialize during the 2024 election cycle. For years, federal, state, local, and private sector partners nationwide have 
‘worked closely together to support state and local officials in safeguarding election infrastructure trom cyber, physical, 
and Insider threats. Because of these efforts, there is no evidence that malicious actors changed, altered, or deteted 
votes or had any impact on the gutcome of elections. Over the past several years, the election infrastructure community 
has experienced multiple instances of election system access control compromises conducted by insider threats. While 
‘there is no evidence that malicious actors impacted election outcomes, itis important that election stakeholders at all 
levels are aware of the risks posed by insider threats and the steps that they can take to identify and mitigate these 
threats. 
‘This document outlines several recent examples of election securityrelated insider threats, discusses potential scenarios 
that could arise during the 2024 election cycle, and provides recommendations for tow te mitigate the risk posed by 
insider threats. 

Insider Threats to Elections 

In the United States, elections are administered at the state and local ievels of government, which has resulted in a 
diverse landscape of election systems and technologies across the country. Throughout the election cyole, many people 
‘are Involved In administering or carrying cut responsibilities that support elections, Inchiding election workers, officials 
{rom other divisions of govemment, vendors, contractors, temporary workers, and volunteers. Understanding what 
constitutes insider status and how insiders can present risks to an organization are important. components of developing 
a comprehensive Insider threat mitigation program. 

‘An insider threat can be an individual or group who uses their authorized access or special knowledge to cause harm to | 
‘an organization or entity. This harm can include malicious acts that impact the security and integrity of election systems 
‘and information. Insider threats could manifest as current or former employees, temporary workers, volunteers, 
contractors, or any other individuals with privileged access to election systems and information. This could include 
individuals who work outside of the immediate election office in roles that support or interact with infrastnucture that the 
election office reties upon. 

Recent Examples of Election Infrastructure-related Insider Threats 

© Atemporary election worker inserted an unauthorized personal flash drive into an electronic poll book containing 
voter registration data, ineluding confidential information barred from release under state law. The temporary 
‘election worker extracted the data hecause they wanted to compare it against documents they would aequire 
after the election through the Freedom of Information Act. The breached election equipment was 
decommissioned after this incident was identified. 

* Tho FBI and CISA encouroge the publl to report information concerning suspeious or eiminal activity to their local FBI fed office 
(nf g0¥/c0ntactis fate 

Groom a cenatanmnsor Kesler OG sow



'2024 U's: Federal Elections: Thé lisides' Threat 

A State identified a series of digitat images of a voting system from one of its counties and retated confidential 
passworls published on the Internet without authorization. Further review determined a county clerk and their 
subordinate allegedly granted an unauthorized person access to the county's voting machines. The clerk and the 
subordinate also allegedly disabled the security cameras and gave false identifying credentials to the 
unauthorized individual. 

© Acounty official reported an attempt to gain unauthorized access to the county's election network during the 
state's spring primary election. According to the official, someone was granted aocess into a goverment office 
‘where they were able to plug an unauthorized laptop into @ government network. Data from that election network 
later appeared at a public gathering discussing perceived election fraud issues. 

‘+ Two county officials atlowed unauthorized users access to their election systems during an audit process, 
resulting in the state's chief election official subsequently decertifying the machines and prohibiting them from 
being used in future elections. 

Potential for Foreign Adversary Exploitation of Insider Threats 

To date, the examples of insider threat ectivity related to the elections process have been domestic in nature, both in 
‘terms of the actor and tha motivations. However, since at least 2016, a growing number of foreign adversaries have 
continued to monitor election networks and attempted to influence ar interfere in U.S. elections, While we assess that the 
threat of a foreign adversary gaining acoess to election Infrastructure through a witting insider is minimal, the perceived 
‘normalization (or steadystate) of election influence ar interference might help drive some adversaries to push the 
boundaries of tS. “red lines,” such as tergeting and exploiting U.S, persons or election workers to intarfere in U.S. 
elections. One way this foreign derived threat could manifest is via attempts to exploitinsider access te interfere with 
election infrastructure or processes. Foreign adversaries, as well as other maticious actors such as criminal networks, 
‘could attempt to gain insider access through a variety of methods, 

© Adversories may seek to gain insider access by exploiting a targeted insider's ideologieal views, providing, 
{inancial incentives, or using proxy organizations or diplomatic presence to establish contact with an individual 
either already in a position of trust oF would be willing to seek out and acquire a pasition on behralf of thé foreign 
actor. 

Adversaties may attempt to blackmail or coerce an insider to leverage the Insider’s access, collect insights on 
election security efforts and vulnerabilities, or direct the insider to perform maticious activity Prior to initiating. 
contact. the foreign adversaries likely would collect information on the target to uncover anything they could use 
for blackmail or coercion, The type of information could include financial debts, and potentially embarrassing oF 
integal activity 

In the event an adversary was to gain access to election infrastructure via an insider, they could potentially use that 
access to disrupt processes and/or spread false information in an attempt ta discredit the electoral process and 
Undermine confidence in U.S. democratic institutions. 

«Han adversary gained access through an insider to election systems in a particular jurisdiction, such activity 
could expose voters’ personat information, hinder voters’ ability to access accurate information on election day or | 
tender these systems temporarily inaccessible to the pubic or election workers, all of which could slow, but would | 
not prevent, voting or the reporting of results. 

© Inaddition, adversaries could also employ insiders to assist with their malign influence operstions to undennine 
‘American confidence in the security and Integrity of the elections process. An insider could provide an adversary 
with materia? to develop or amplify messaging challenging election system security, results, or operations, This 
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includes through coordinated data teaks or the publication of information alleging an adversary's compromise of 
election infrastructure. 

Potential Indicators of Insider Threat Activity 

{individuals at risk of becoming insider threats often exhibit warning signs, or indicators.? The following lists not all 
inclusive, but contains potertial flags that election officials should be alert to and séek further review by authorities: 

Attempting to alter or destroy balfots, maibin ballot envelopes, administrative documentation, or allowing others 
to-acoass these materials without prior approval 

‘+ Without need or authorization, accessing systems, equipment and/or facilities they have no need to access or 
providing unauthorized personne! access. 

‘= Tuming off security cameras or eccess control systems or disregarding two-person rule requirements. 
© Without need or authorization, taking proprietary or other material home via documents, thumb drives, computer 

disks, or e-mail. Unnecessarily copying material, especially i it is proprietary of sensitive, 
‘+ Remotely accessing the computer network at odd or unexpected times atypical for normal aperations, 
‘+ Disregarding agency computer policies on installing personal soRware or hardware, accessing restricted 

websites, conducting unauthorized searches, or downloading confidential information. 
‘Intimidating or threatening other staff. 

' 
Securing Your Organization: Building an Insider Threat Mitigation Program 

Election workers end their privete sector partners regularly employ practices designed to deter, detect. or prevent harmful 
acts hy insiders, whether or not they use the term “insider threat” or have articulated their approach and practices in a 
documented program. From handling ballots in teams of two (often bipartisan), to robust chain-of-custody procedures, to 
+tha presence of observers during voting and batlot counting, many longstanding core election practices have been 
designed with insider threat mitigation in mind. Nevertheless, election infrastructure stakeholders may benefit from 
documenting thelr approach and establishing a more formalized insider threat mitigation program. Such actions can help 
identify gaps in current practices and inform the organization's broader approach to risk management. 

Organizational culture should also reinforce proactive reporting of employee concems and security issues as a core 
‘component of securing the environment. From this foundation, a successful insider threat mitigation program should 
implement practices, strategies, and systems that limit and track access across organizational functions. Provided they 
receive the necessary oversight to ensure they are being applied appropriately, preventative measures against insider 
threats also contribute to detecting threats by establishing transparent, auditable election systems and processes and 
then identifying outliers or ariomalies for investigation. Key elements of election infrastructure insider threat mitigation 
programs include: 

‘Standard Operating Procedures (SOPs) describe the sequence of steps or requirements to complete a task, 
Examples can inolude requiring visual signs to identify authorized personnel in specific areas or requiring the 
‘buddy system’ or a two-person minimum for handling sensitive tasks, Checklists are helpful tools for promoting, 

adherence to SOPs. 

® (Uy The Insider Threat: An Inrodvetion to Detecting and Deterring an insider Spy | FBI | 24 May 2026 | itwss//nawe ibisow/te. 
epostton/insser threat broghure.paf/stew 
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Physical and Digital Access Control systems can detect and prevent Insider threats. Acbess control systems 
should apply the principle of least privitege, giving individuals access only to systems required to perform their 
essentia! functions. Access privileges may change leading up to an election or other key dates. Physical access 
controls may include limiting access to facilities, equipment, 
devices, tamper-evident seals and bags, and other assets as well 
as providing video surveillance of physical assets. Digital access MEV ewraae cts cnc tcmeeester 
contrals grant access only to necessary systems, assets, data, or MG Cota Raa atErecee Oni! | 
applications related to an individual's job or function. In both tate VoL iefpiistretigadatabace 1 
cases, access logs, control forms, and survelliance video provide Rp aaa ales Stal a Known fas actess within.eschilocel auditable records of who accessed a physical or digital asset, as MAR Rt Paes RE ia 
well as when it was accessed, Overall, access control systems Jarisdictions’and staterottioes torworie 
prevent any one individual from gaining entry to all assets within [Merce att pec met 
an organization and reduce potential harm to physical ordigial = IPMS eeigeteits od 
systems. If an incident is suspected, access logs and control associated: privileges: 
forms can help with post-incident investigations and even serve 
as evidence. 

* Chain of Custody Procedures track the movement and contral of physical and digital assets by documenting each 
time an asset is handled or transferred and who was responsible for it. This can help prevent unauthorized 
access to sensitive systems, detect the presence of an insider threat, provide evidence, and improve remediation 
‘ime if an incident occurs. t produces an auditable record of an asset's transfers and transactions, enabling 
detection of a potential threat if there is a gap in the chain. 

Zero Trust Security is based on the principle of “always verify.” Instead of assuming that everything that happens 
on an organization's networks and systems is safe, the zero trust approach assumes that a breach has or will 
‘occur and verifies each request as though itis unauthorized. A zero trust approach explicity verifies every 
Fequest for access, regardless of where it originates or what resource it accesses. Many digital systems now 
include zero trust security features that can be tunted on, such as always requiring users to enter their password 
rather than storing it in the device's memory. Election inftastructure stakeholders may also consider procedures 
like implementing the “two-person rule” (require at least one observer to be present) or working in bipartisan 
teams when accessing sensitive rescurces. 

Continuous Monitoring is a key practice for detecting anomalous behavior, to include potential insider threats. ft 
involves a combination of the hurnan and digitat tools~such as access logs, video surveillance, endpoint 
‘detection and response software—underpinned by a strong organizational culture of proactive reporting. 

+ Auxtting ofall election and business processes should be a rautine part of election administration before, during, 
and after an election. Audits validate whether measures such as access control and chain of custody are 
functioning property, collecting and maintaining necessary data, and being used appropriately by staff, They also 
Provide the opportunity te review records (access logs, security footage, chain of custody forms, etc.) and identify 
any potential gaps or areas for improvement. It is recommended to build audits into an organization's SOPs. I 

«Follow Cybersecurtty Best Practices for systems and networks to implement a defensein-depth approach that 
prevents single points of failure from being enough for a system compromise. These security best practices are 
also designed with the expectation that a malicious actor has already obtained access toa like system or l 

| software to try and identity vulnerabilities, Cybersecurity best practices (ike multifactor authentication, patching 
and updating, and network segmentation all help cuinimize the potential security impact if an incident, ike an 
insider threat, were to occur. 
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«Reporting ail incidents to the appropriate authorities so they can be investigated and documented can prevent or 
reduce the likelihood of similar incidents occurring in the future. 

Establishing and maintaining necessary standard operating procedures, access controls, zera trust security, and chain of 
custody procedures are necessary facets of election administration. Further, they must be reviewed, tested, and audited. 
before, during, and after elections. Altogether, these measures stipport the integrity, reliability, and security of an election, 
providing the evidence to build public contidence in the process, To assist stakeholders with their insider threat mitigation 
efforts, CISA developed an “Insider Threat Reporting Template” and an “Insider Threat Investigation Template” as tools for 
organizations to download, review, and Incorporate inta their'insider threat mitigation programs. These templates and 
Insider Threat Reporting Templates tser Guide” are annexes to this guide and can be found on tha CISA #PROTECT2024 

website and are linked betow. 

Additional Election Security Resources and Contacts. 

The FBI and CISA encourage the public to reper information concerning suspicious or criminal activity to their local FBI field 
‘office (winu,fhi.dov/contact-us/tiele). 

For additional assistance, hest practices, and common terms, please visit the following websites: 

«Protected Voices ~ FB! 
© sProtect2024-CiSA 
* Election Seeurity - U.S. Election Assistance Commission (eac.oy) 
Election Security Dent of Homeland Security 
+ lection Grimes and Security — FB! 
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The Cybersecurity and Infrastructure Security Agency (CISA) created these reporting templates ¢s a too! for stakeholder 
organizations to download, review, and incorporate into thelr insider threat mitigation programs. The Reporting Form and the 
Investigative Form are filable POFs that can be used with any insider threat program. Like other templates C'SA has developed, 
stakeholders can utilize the forms in their current format or use them 2s an example in developing their own products internally 

The Reporting Form allows individuals to submit concems related to a potential insider threat to the appropriate point of 
contact within their organization. This form features a “submit” button that organizations can edit to auto-generate an email 
to the appropriate mailing address within the organization. An organization intending to use the Reporting Form will need to 
eit the “submit” button as outlined in this document before making the form available for employee use. This helps ensura 
that all reports are collected centrally by the eppropriate selected reciplent(s) or inbox, 

The investigative Form is designed to help organizations document incidents and determine appropriate next steps, 
Including, but not limited to, review by an organization's Threat Management Team, referral to law enforcement, or other 
follow-on actions as necessary to protect the organization and its employees. This will assist stakeholders as they keep a 
‘ecord of organizational actions related to an insider threat incident, promote accountability of necessary steps to protect 
assets, and to identify vulnerabilities in the effort of mitigating future insider threats. 

The forms are dewaloadable if you have @ concern about an immediate threat in the 
and the data coltected 's workplace, contact your focal law enforcement. The reporting 

“Ya” controled and managed hy the ‘and invostigotive templates are not intondod to provide any organization 
olicies and protecols of the with the authority ta perform activities that they are otherwise nat able 
stakeholder organizations, 1 perform under applicable aw, regulation, and policy. Consutt with your 

{ogat counso! before implamenting those torms in your organvzation. 

EDITING THE REPORTING FORM FOR YOUR SPECIFIC ORGANIZATION: : 0° 2's)! 

4, Right-click SUBMIT button 
and click “Edit Link. En 

Neg a, 08 ance > OB ves Tee ah ‘ were’ Be . 
SRE 1 v FEES a: eke ee ¥ OU es e 
225 Navigate to "Actions" tab and edit'the, 3.¢: Edit the “malito:urk@domatn.com” line to 

‘Submit a form’:action ‘your preferred enjiall'address anid click Oi 
2 3 
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Insider Threat Reporting Template J | 

‘The reporting and investigative templates are nat Intended to provide any organtzatian with ihe autnodtty to perform sivas thet thay aro eterfea no att perm under spp ay, ego and pay Const wih Your 
fe aunt bare ipiemorng tes fos ou grater 

Please use this section to report any suspicious activity In the workplace, focusing on documenting 
the incident and providing relevant details about the observed behavior/incident: 

1 | Dessipton of incdent | 

i 

Praise 28 my dts con mging ti elena yur eBseraos. 

2 | madent Location | 
tame: 124 Man seet Anton, St 22248 

3. | inten Date or Date Range | 

4 | icidenttinet) | 
ramp 12:30. 

5. | concer Tipe | 
cumple nce: ert rten Treats: Terns Mlent Eaves Personal 
‘Condit anda! Gosterations Substance Abts: Behavioral Consens; Cat 
Condit Mahanding Pretecied necator WSs of foratln Tectnaegy Cyber 
‘rier Exponsge Pranct nalts! Property Yet Worle Vote 

Please share details about the Individual{s) associated with the suspicious activity In the following sectton: 

6 | Name for Descintion it Unknown) | 
Example! Jom bow 

7 [otis i 
amp: nad Sales Rep Sota Enger 

8 | Role or Job pe | 
xamnle: Ete, Contractor, Consutae Vendor es: 

rs reporting terplto inte to document acts and bahar at re 
Supls or acesive af rminal acy Such athe or babasees bout bo fepomod ony hon ero are orcultl facts t suppor a otonalcoctsion at 
ine ehavior fe sspidous or suggests rninal acy Oo net repr based SUBMIT 
‘onsotunalyprtccted aces or on the sk of ace, ein, elon, ender, 
Sow) onenaton, dsb or ober uch carers, end do mt report based on 

2 combinaton af ony soc actos Kyau havea concer abaut an meat reat 
Inthe worigiac, contact your local fw enfrcomert
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Insider Threat Reporting Template i aormmsie 

WORKPLACE INVESTIGATIVE FORM 4 

The reportng and testis tompltes ae not intended a prove ay rslaton with te ory to pertrn 
ces thot ey are otherwise no abe fo perfom under apodeabe tm egianon ant pay. Const ah your 
ing ounce etre iplomertng tesa far ou rgantaaton 

INCIDENT DETAILS 
Outing nctert further deta, wines statement ets} What sjstems were comprambed? What technology 1 r Description ented se each et ppteabie>” 

‘amples inte: yea/unaten Tes Teron Exes Personal Conduct Fhancal Considerations 2 | Concem ype Siasonee Anse; Benno! Caries Grminal Conduct nding Protect farmaton, Mase of irra | Thawte Exsoare; Finan ntact Property Tete Other 

3. | Has the appropriate secuty profesional been noted? Cw Cro Om | 

4. Has the Insider Threat Management Team beer notified? Cts Ow ow | 

INFORMATION ON THE PERSON OF INTEREST 

s| | 
6 |s0bTie | 

T | Labor Category | 

8 | clearance Level /SpeiatAccess { 

9. | Network Prieges | 

10 | Equipment Used in tncident | 

11 | otice cation | 

12 | Incident Date or Date Range | 

13 | moitenttinets) | 

INVESTIGATOR/INTAKE OFFICIAL’S INFORMATION 

414 [Name | 

15 | contact intornaton | 

46 | Postion i



ADDITIONAL INFORMATION 

fa Uuitial Recommendations Does iw enorement ee tobe imate? What action needs orc fa Keep Ines cle? 

What activity occured? What as te avdua!s man movin Of known)? Were 18 | How was the suspicious activity detected? — Supncatorar parece lat om wee te secu panceaywroontues ated 
‘otxbi? What acton di the ergantzation take to gat and prevet an relent? 

{What scons ad te ergantaton tae? Were consequences fr te indicus commended tb 19 | Next Steps, Follow-up, and Conclusion 4A sun aca formal naming, suasested counseling. o termination? Was Che ator set ofa 
enfracment for fcter imei? Were wees lors condiod? What action MUSE 
come next 2s perio intonce? 

What securiy constiratons shout ne oiganizaton akiess? What changes need 20 | Recommendatlons / Updates / Changes to Make tape mado to pron tno oganualons irate ascot Dt the oprtag fariay dead oa successful nitgin or prevention? If nok. what secur exp nests to bo 
axddesseq? fs creased mantoing of te tna! needed? 

REPORT REVIEWED BY ¢ ‘ i . 

i 
Name Title ( 

‘aw Enforcement vesigaton Namber (if. :twvestigating Office (W appicable) Dat ‘ i 
‘picable} ¥ H



Robert Mancini Alfeia Goodwin 
4 Guernsey Lane 117 Abbey Terrace 
Media PA 19063 Drexel Hill, PA 19026. 

Phone 610-506-9827 267-977-0757 Represent Self 

Fax- None None 

Email 

IN THE CIVIL COURT OF DELAWARE COUNTY OF PENNSYLVANIA 

Robert Mancini, resident Petition and Preliminary Injunction 

Alfeia Goodwin, Candidate 5" District 

Of PA, US Congress 

Jointly Plaintiffs, 

v. 

Delaware County, PA CVv-2024- §€F5E 

Defendant 

CERTIFICATE OF SERVICE 

I hereby certify that ont October 2024 a true copy of the Complaint and Preliminary 
Injunction will be served upon the following in the following in the manner indicated: 
VIA the Sheriff 

Sharon Scattolino, County Clerk, 
Office of Open Records Officer 

201 West Front Street, Room 206 

Media PA 19063 
_ . 

Robert Mancini


