e 2 Qe OE®m

Z O = ™ M

=

Supreme Court of Pennsylvania

Court of Common Pleas
Civil Cover Sheet

Delairp QY-ay-~ E%a?q &

The information collected on this form is used solely for court administration purpma;.s This Jorm does not
supplemeni or replace the filing and service of pleadings or olher papers as reguired By Jow or rules of cour!,

For Prothonsctary Use Onily:

Docket No:
County

Commencement of Action:
] complaint [J Writ of Summons
[] Transfer from Anather Jurisdiction

E.Pcl.iﬁnn

[0 Declaration of Taking

's Mame:

awale COUATY

Lead Plaintiff's Name: L:ad Dt

RogerT MAMCMI

Doua: Amount Requested: [ within arbitration limits

Are money damages requested? L1Yes X No (check one) [Toutside arbitration limits

Is this a Class Acfion Suir? [ Yes Is this an MDJ Appeal? ] Yes [ No

EI'N:]

Mame of Plaintifl Appellanf’s Attomey:
D Clheck Goer i voi have ro o

w2 HepTesenied [Pro Sl Lingoalt

Piace an “X” to the [eft of the ONE case catepory that most accurately describes your
PRIMARY CASE. If you are making more than ane type of ¢laim, check the one that
you consider most Important,

Mature of the Case:

TORT (do mot include Mass 1o CONTRACT (do not include Judgrentsy | | CIVIL APPEALS
[ Intentional [ Buyer Plaintitf Administrative Agencies
O Malizious Prosecution [ Detn Collcetion: Credit Card [ Board of Asscssment
E Mator Vehicle [ Debt Collection: Other {1 Board of Elections
MNuisance t. of Transportation
] Premises Liability E sDt;punmy Appeal: Cther
[ Preduct Liability fdees rot include .
rass torf) O Employment Dispute:
[ Slander/Libel/ De famation Discrimination )
[ Oters [ Employment Dispure; Other [ Zoning Board
[ Other:
MASSTORT L] Oter
O Ashestos
[(] Tobacco
] Texic Tort - DES
E Tocic Tort - Lplant REAL PROPERTY MISCELLANEQUS
[] Other: O Eja?tmm [ ] Commaon Law/Statutory Arbitration
) ] Emincnt Domain/Condemnation [ Declaratory Judgment
] Ground Rent Mandamuys
[ Landlord/Tenant Dispute Non-Domestic Relations
[ Mortgage Foreclosure: Residential Restraining Order
PROFESSIONAL LIABLITY ] Monigage Foreclosire: Commergial 1 Guo Warrante
% Iilmg;la[ E Partition Replevin
g Quict Titla Orther;
E Moded [ Cther: (i Jonct o

Updated 171/2011




Rule 205.5,

the following:
)
(i)
{iii}
19151 et sex),
(V)
v
1930.1 et seq.
{vi_]
(2) At the

Pennsylvania Rule of Civil Procedure 205.5. {Cover Sheet) provides, in part:

NOTICE

Cover Sheet

_(aj( 1) This rule shall apply to alf actions governed by the rules of civil procedure except

actions pursuant to the Protection from Abuse Act, Rules 1901 et sca.
actions for support, Rules 1910.1 et seq.

actions for custody, partial custody and visitation of minor chitdren, Rules

actions for divorce or annulment of marriage, Rules 1920.1 et scq.

actions in domestic refations generally, including patemity actions, Rules

voluntary mediation in custedy actions, Rules 194411 et seq.

commencement of any action, the party initiating the actien shall complete
the cover sheet set forth in subdivision (e) and file it with the prothonotary.

()  The prothonotary shall not accept a filing commencing an action without a
completed cover shect.

{c} The prothonotary shall assist a party appearing pro se in the completion of the form.

(d} A judicial district which has implemented an electronic filing system pursuant to
Rule 205.4 and has promulgated those procedures pursuant to Rule 239.9 shall be exempt from the
provisions of this rule.

{e) The Court Administrator of Pennsylvania, in conjunctior with the Civil Procedural
Rules Committee, shall design and publish the cover sheet. The latest version of the form shall be

published on the website of the Administrative Office of Pennsylvania Courts at www.pacourts.us.




Robert Mancini Alfeia Goodwin

4 Guemsey Lane 117 Abbey Tec. |+ 3
Media PA 19063 Drexel Hill, PA 19026

Phone 610-506-9827 26?-9??-{1‘?5? . L P
Fax- Mone None

Email Delcocyber@gmail.com Alfeiaf@mail.com
Representing Self Representing Self as Candidate

IN THE CIVIL COURT OF DELAWARE COUNTY,
PENNSYLVANIA

Alfeia Goodwin, Candidate 5® District, : Prefiminary Injunction
Of the United States House of Reprasentatives
Robert Mancini, Delaware County resident
Registered Voter of Pennsylvania
Individually
Petitianers Pro Se, : cv-2024 — B 3Y
v
Delaware County, PA

Respondent

APPLICATION FOR EMERGENCY RELIEF AND SEEKING A
PRELIMINARY INJUNCTION

Petitioners, Pro Se, pursuant to PA. R.AP. 123, PA R.AP. 1532(a) and PA R.C.P. submit the
following Applicatien for Emergency Relief Seeking a Preliminary Injunction and aver as
follows:



INTRODUCTION

1. Petitiongr Alfeia Goodwin is a resident and candidate for the 5% District of Pennsyfvania
in the United States House of Representatives, with the address of 117 Abbey Terrace,
Drexel Hill, PA 19626,

2. Petitioner Robert Mancini is a resident, taxpayer, and registered voter in the Sth District
of Pennsylvania of the United States House of Representatives, with the address of 4
Guermnsey Lane, Media PA 19063

3. The Respondent, Delaware County (heretofore, the “County™), is a jurisdiction and
government agency with a business address of 201 West Front Street, Media, PA 19063,

4. The Election Assistance Commission, or EAC, is a federal agency located at 632 Third
Street, NW, Suite 200, Washington, DC 20001,

5. The Election Assistance Commission is a federal agency responsible for overseeing the
testing and approval of all Electronic Voting Systems in the United States of America.

6. The Department of State of Pennsylvania is 2 govemment agency with a business address
of 401 North Street; Harrisburg, PA 17120,

7. The Department of State {or Commonwealth) of Pennsylvania is responsible for
certifying all Blectronic Voting Systems for use in Pennsylvania, having adopted EAC
certification standards, and given the EAC has also certified any voting systern thet
would be used by any jurisdiction in Pennsylvania.

8, The November 3, 2024 election is a federal election and all votes in Pennsylvania count
equally toward the determination of the Pennsyivania Electoral College votes, and
numerous state-wide races, including the Pennsylvania senatorial race.

9. On January 12, 2023, the Acting Secretary of the Commenwealth of Pennsylvania
gertified the use of the Hart Intercivic’s proprietary clection software upgrade known as
the Hart Verity Voting Software Version 2.7,

10. In February of 2023, Delaware Coumty Bureau of Elections installed the Hart Verity
Voting Software Version 2.7 as an upgrade to its Hart Verity electronic voling system.

11. The Pennsylvania Department of State’s Voting Machine Certification Department,
itemizes the various components of the Hart Verity 2.7 proprietary software used in the
Hart Verity Voting System, as seen below in Attachment A, page 11:
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Proprietary Software

software or -
Systers Component Firmware Comments.

s | Varsion._ _ S =

Yerity Trata 2.1 Data manzgement soffware

Verity Build 271 Elegtion definition software

Verlty Cenlral 271 High speed digital scanning softwara

Yerity Count 241 Tabulatlon and reporting software

Verity Relay Receiving Statlon 27.1 Data tratsmission software [reoeiwng statlon]

Verity Transmik 2.7.1 Drata transmission software

Verfty Transmit Recelving Statian 27.1 Data transmission software [recaiving station)

Verity Frint 2371 On-demand ballat printing device firmware

Verity Sean 27.1 Digital stanning device firmware

Verity Scan with Relay 271 Digital scanning davice firmware with optional
Relay functionality

Verity Tauch Writer 27.1 Ballat marking device

Verity Touch Writer Due 271 Ba'lot marking deviee, with internal COTS ballot
summary printer and optionat audio tactibe
Interface

Verlty Touch Writer Dug Standalone P | Batlot marking device, with Intemnal COTS ballot
summary printer and ¢ptional avdio tactile
interfage

Verlty Controller 2.1 Polling place management device

Figure 1 Hart Proprietary Software'
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12. The Pennsylvania Department of State Certification lists the commercial-off-the-shelf, or
COTS, Software and Firmware, authorized for use in the Hart Verity 2.7 system, as

follows in Attachment A, page 12 :




COTS Software and Firmware

o _Description T[T 7 version
Verity Data, Build, Count, Relay Recelving Station, Transmit Recehdng Statlon '
Microsoft Windows 10 Entarprise 2019 LTSC 10.0.17763
Microzeft 0L Server Standard 2059 15.0.4153.1
MuAfes Application Contrel for Devices {McAfae Solidifier; 2.3.1-143
Verity Central - Central Count Paper Ballot Scanner .
Microsoft Windows 10 Enterprise 201% LTSC 10.0.27763
Microsoft 0L Server Standard 2015 15.0.4153.1
Mcafee Appiication Controd far Devices {McAfea Solldifler} 8.2.1-143
Nusnce Westemn CCR, Desktop, QEM V2o

Varity Print, Touch Writer — Flectroafe BMD Devica, Touch Writer Duo - Electrenlic BMD Device, Tauch
Writer Dnzo Standalone - Electronlc 8MD Device, Controller, Transmit ..

Microsoft Windows 10 Enterpifse 2013 LT5C 10.0.17763
Micrascft SQLTa 3.35.0
MeAfes Applicaticn Control for Cevices {McAfee Solidifier) B.2.1-143
Verity Scan — Precinct Paper Ballot Scanmer _ T
Microsoft Windows 10 Enterprise 2015 ET5C 10.0.17763
Micrascit SOLite 3.36.0
McAfes Apphication Control for Devices [McAfee Salidifler) 8.2.1-143
Husnee Western OCR, Desktop, OEM VI

Hardsrara

Figure 2 Figure 1 COTS Software and Firmware®

13. Tke Elechion Assistance Commission (EAC) sets national standards for the testing and
certification of election machines and sofiware. The EAC standards call for the testing of
all software used in elections, before and after an election. The EAC defines software
testing, sometimes known as “hash testing’, as a “trusted build”. (Exhibit A).

“Trusted Build — A software build is the process whereby a source code is converted to
machine readable binary instructions (executable code) for the computer. A trusted build is a
build performed with adequate security measures implemented to give confidence that the
executable code is a verifiable and faithful representation of the source code. The primary
function of a trusted build is to create a chain of evidence that allows stakeholders to have an
approved model to use for verification of a voting system.”




14, On Monday, September 23, Delaware County Bureau of Elections petformed a “trusted
build” on a small sample, less than 3%, of the Hart Verity 2.7 voting machines the county

‘intends to use in the November 5, 2024 General Election, Despite the requirement for all
software on all machines to be tested with a trusted build validation, ondy 9 out of 428

voting precinets, or 18 out of 856 machines were tested in Detaware County. (There are

two machines per precinct,) Listed below are the URLs published by the county,

claiming to show the results of that testing.

15, https://delcopa.gov/vote/hash test results html

16. The results for Marple 3-1 is on the next page
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Figure 3 Marple 3-1

17. Below is the list of URLz for the testing results from the remainder of precinets tested:
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hitps: f/2024/Hash Resy 2.pdf

h fdelcopa. 4 Results/Yeadon

18, The test results of afl the 18 voting machines tested, reveal a comprehensive list of
software present on each of the 18 machines, including a seftware known as
MathNet. Numerics, not authorized for installation on the Hart Verity 2.7 version of the
electronic voting system, and referred heretofore as “unauthorized software.”
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4 https: ] sh Results/Marple 3 1 51903182210.

ABRGUMENT
19, MathNet. Numerics ® is a type of software used specifically for applying algorithms in
numerical computaticn and for the manipulation of data, which should never occur in the
tabulation of votes, and for which there is no conceivable use or spplication in the

administration of elections,

20, MathNet.Numerics is not authorized for use in elections by the EAC on the Hart Verity
Version 2.7. Since the Pennsylvania Departraent of State has adopted the EAC standards
for certification of voting machine systems used throughout the Comrmonwealth, it is a
violation of the law for any jurisdiction in Pennsylvania to us¢ voting machines on which
unauthorized softwara has been installed.* Software not authorized by the EAC, installed

I https:/fmumerles.mathdotnet. com/f
L]




on Delaware County’s voting machines, invalidates the certification of those machines
granted by the Pennsylvania Depariment of State,

21. Delaware County is in violation of EAC authorization standards and of the Pennsylvania
Department of State certification, and is therefore cannot legalty mn an election using the
Hart Verity 2.7 software, that is not identical to the software the Pennsylvania
Department of State has certified’. It is illegal for Delaware County to proceed with the
use of the Hart Verity 2.7 voting system in the November 3, 2024 general election,
(Emphasis added).

POTENTIAL HARMS

22. Moreover, and more importantly, the use of machines contaiming MathNet Numerics puts
at risk the security and accuracy of the election. The potential harm in the use of
uncertified machines, loaded with software that has the capability to nse algorithms to
marnipulate election data, is self-gvident, as candidates and the general public will be
unabie to trust the results of the election, be sure that their vote was not diluted, or that

election data was not corrupted, altered, or even fabricated.

23. Furthermore, this situation begs the questions of WHY MathNet.Numerics has been
installed in Delaware County’s veting machines, and BY WHOM?

EVIDENCE OF ELECTION INTERFERENCE
24, The “why" question is self-evident, since the purpose of the unauthorized softwars is for

man'ipulatian of data, in this case ¢lection data. Upauthorized software does not install
itself, Somebody with access to Delaware County’s election machines has deliberately
installed MathNet. Numerics in an attempt to INTERFERE with elections,

25. The “by whom” question is unclear, but there are only 3 possibilities as to who would

benefit or have the means, motive, and opportunity to do sor

26. There are 3 possibilities: 1 - The manufacturer, Hart InterCivic, 2 - A malignant insider
with access to the election system. 3 - An ocuisider with remote access to Delaware

County’s voting machines conducting election interference,

ationfHart- VETIWVDI‘IHR*Z 7- F|nal fur web ndf PZB
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27. The person(s) whe installed MathNet.Numerics an Delaware County’s voling machines
must be investigated for election interference and violating the civil rights of the people

of Delaware County to have their votes counted accurately in a secure election process,

28. Regardless of who chose to corrupt the votes of the people of Delaware County, the fact
remains that Delaware County cannot legaily use the Hart Verity 2.7 machines in the
upcoming election on November 5, and therefore the county must immediately prepare
for hand counted tabulation, as specified in the Pennsylvania Election Code.

E 1 FOR A PRE AR

29, In Pennsylvania, a party must establish the following six prerequisites to obtain a
preliminary injunction,

a, [The] injunction is necessary to prevent immediate and irreparable harm that
cannot be adequately compensated by damagas;

a, [G]reater injury would result from refissing an injunction than from granting it,
and concomitantly, that issuance of an injunction will not substantially harm other
interested parties in the proceeding,

b. [A] preliminary injunction will properly restore the parties to their status as it
existed immediately prior to alleged wrongfill conduct;

. [The] activity it seeks to restrain is actionable, that its right to relief is clear, and
that the wrong is manifest or, in other words, must show that it is likely to prevail
on its merits;

d. [The] injunction it seeks is reasonably suited to abate the offending activity; and

e. [A] preliminary injunction will not adversely affect the public interest.

Warehime v. Warehime, 860 A.2d 41, 46-47) (Pa. 2004} (intemnal quotations and
citations omitted); see also ALL-PAK, Inc v. Johnston, 694, A.2d 347,350 (Pa Super
Ct. 1997) (the purpose of a preliminary injuniction is “the avoidancs of irreparable
injury or gross injustice unti! the legality of the challenged action can be
determined.”)

30. Here, Petitioner can ably meet all six prerequisites.

9 | Page



THE PRELIMINARY INJUNCTION IS NECESSARY TO PREVENT
1 D D L

31. In the abscnce of a preliminary injunction, Delaware County will conduct a Federal
Blection with Hart Verity Voting 2.7 that has Unauthorized Software (emphasis added)
on its system. Delaware County will conduct and complete a Federal Election on a
systern that is not compliant with the PA Department of State’s Certification. There will
NOT be [emphasis added] confidence in the results of the election if Delaware County
uses the system as is.

32. A preliminary injunction is necessary to avoid immediate and irreparable injury that
cannot be remedied. All candidates, residents, taxpayers of Delaware County, residents
of PA, citizens and candidates of the United States of America deserve to have a fair

election.

33. Greater injury will result to the Petitioner, Voters of Delaware County, Taxpayers of

Delaware County, Residents of Delaware County, Residents of PA, and Citizens of the
USA will be injured by Respondent if the requested injunctive relief is not granted.

34. Specifically, if an injunction is not granted, a foreign entity or malicicus insider
(emphasis added) will have manipulated the results in a swing county, in a swing state
and can probably determine the winner of the 2024 Presidential zace.

35. By Contrast, the Respondent will suffer no harm by the granting of the injunction and
will ensure that the votes cast in the Federal Election will be ACCURATELY (emphasis
added) tabulated as an error iz any one county can swing the results of the state and of the
country. Furthermore, the results of the state, and the 19 Electoral votes to either
candidate for the Office of the President, which could mean the Office of Presidency for

the next four years.

FOR ALI PARTIES

10 | Page



36. Granting the injunction will restore the status quo with respect to the Petitioner’s
constitutional and statutory rights as they existed prior to the discovery of the illegal
software.

37, If the injunction is granted, all the Respondent would have to do is conduct the election
results by a hand count, a tried and tree method which was vsed for over 200 years.

PETITIONERS ARE LIKELY TO PREVAIL ON THE MERITS

38. The Petitioners’ right to relief is clear, and there is 3 reasonsble likelibood of success on
the merit, as set forth in more detail in the Petition,

B ING ACTIVITY

39. As the offending activity here, the existence of unauthorized software ( emphasis
added) is evidence of illegal activity to interfere with the results of the 2024 Election,

PUBLIC WILL NOT BE ADYVERSELY BY C

40. The Respondent has control over all election: activities in Delaware County. In execution
of every election, the Respondent is required to follow federal law, state law, and
Pennsylvania Department of State requirements, There is no adverse effect of
hand-counting the ballots

41, Moreover, the requested relief enables the Respondent to comply with the Pennsylvania
Election Law. WHEREFORE, Petitioner respectfully asks this Honorable Court to
grant a Preliminary Injunction;

42. We ask this Honorable Couzt to stay the use of the Hart Intercivic Electronic Voting
Systems until the issues raised herein have been adjndicated.

43, We ask this Honorable Court to stay the use of the Electronic Votmg Systems that have
been tested, guarantining themn until the evidence can be analyzed by the FBI and DHS,
because it is apparent that a either a foreign agent or a malicious insider has violated the
Chain of Custody of the Efectronic Voting System in accordance with Exhibit A,

44, We ask this Honorable Court for the performing of a preper Trusted Build Validation on
the yemaining Electronic Voting machines to determine if that unauthorized software is
present an the machines that did not undergo hash testing.

11| Page



45. We ask this Honorable Court to Direct the Respondent to take all reasonable steps '
possible to notify the public, candidates, voters, taxpayers, residents, and the
Pennsylvania Department of State of the existence of this litigation, and the deficiency of
the Respondent in the Election Process.
46. Entering such other relief as this Court deems just an .,,,,
A
o
d Goodwin, Pre Se

Date’ © 127 2024

Drexel Hill, PA 19026
Alfeis{@lmail.eom
267-977-0757

Robert Mancini, Pro Se
4 Guernsey Lane
Media PA 19063

Delcocyber(@gmail.com [

610-506-9827
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MPLIAN

1 certify that this filing confirms with the provisions of the Public Access Policy of the Unified
Judicial System of Pennsylvania case records of the Appellate and Trial Courts that require the
fiting of confidential information and documents differently than non-confidential information

and documents. / W
A W oadwin

Robert Mangini

13 | Page



YERTFICATION

Robert Mancini states is making this verification. I verify that the statements are true and correct
to the best of my knowledge, information, and belief, I understand that false statements made
herein are subject to the penalties of 18 PA. C_§,Subsection 4904, relating to unsworn
falsification to authorities

Date ; 09 September 2024 m

Robert Mancini

Alfeia Goodwin states is making this verification. I verify that the statements are true and
correct to the best of my knowledge, information, and belief. I understand that false statements
made herein are subject to the penalties of 18 PA. C.5,5ubsection 4904, relating to unswom
falsification to authorities

Date : 9 September 2024
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The Federal Buraau of fmesﬁgaﬁnn {FBI}, in coordination with the Department of Homeland Security’s (DHS) Office of
Intelligenca and Analysis {1%A), the Sybersecurity and Infrastructure Security Agency (CESA), and the LLS, Election
Assistance Commission (EAC) prepared this overview to help partners defend against insider threat concems that could
materialize during the 2024 election cycle. For years, federal, state, locat, and private sector partners nationwide have
worked closely togather to support state and local officials in safeguarding election infrastructure from cyber, physical,
and insider threats. Because of these efforts, there is ne evidence that maliclous acters changed, altered, or deleted
votes or had any impact on the gutcome of elections, Over the past several years, the election infrastructure community
has experienced muitiple instances of election system access control compromises conducted by insider threats. While
there 1s no evidenca that malicious actors impacted election outtomes, it is important that election stakehalders gt all
levels are aware of the risks posed by insider threats and the steps that they can take to identify and mitigate these
threats.

This document outlines several rezent examples of election security-related insider threats, discusses potential scenarios
that could arise during the 2024 election cycle, and provides recommendations for how ta mitigate the risk posed by
insider threats.1

Insider Threats to Elections

In the United States, elections are administered at the state and local levels of government, which has resulted in a

diverse landscape of elestion systems and technologies across the country. Throughout the election cycle, many people
are Invalved in adminlstﬂrlngur canying out responsibilities that support efections, Includmg election workers, officials

from other divisions of govemment, vendors, contractors, temporary workers, and volunteers. Understanding what
constitutes insider status and how insiders can present risks to an organization are important components of developing

a comprehensive Insider threat mitigation program.

An insider threat can he an individual or group who uses their autherized access or special knowledage 1o cause harm to |
an organization or entity. This harmm can include malicious acts that impact the security and integrity of election sysiems

and information, Insider threats could manifest as current or former employees, temporary workers, volunteers,

COntractars, or any other individuals with prhrlleged access to electlon systems and information. This could include
individuals who work outside of the immediate elestion office in rales that support or interact with infrastnucture that the
efection office relies upon.

Recent Examples of Election Infrastructure-related Insider Threats

= Atemporary election worker inserted an unauthorized personal flash drive into an electronic poll Book contatning
voter registratmn data, 1nt:!udlng confidential information batred from release under state law. The tamporary
election worker extracted the data because they wanted to compare it against documents they would acquire
after the election thraugh the Freedom of Information Act. The breached election equipment was
decommissioned after this incident was identified.

1 Tha FBl and CIRA encourags the publle to report information soncarntng suspiclous or ciminal activity to their local FBF ficld office
[ween Thi e/ oonta ol e Fald),
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«  AState identified a series of digitat images of a voting system from one of its counties and retated confidential
passwords published on the Intemet without authorization. Further review determined a county clerk and their
subordinate allegedly granted an unauthorized person actess to the mun‘qrs voting machines. The gJerk and the
subordinate also allegedly disabled the security cameras and gave talse identifying credentials to the
unauthorized individosl,

s Acounty official reported an attempt to gain nauthorizet access to the county's election network during the
state's spring primary election. According to the official, someone was granted aceess inte a govemment office
where they were able to plug an unauthaorized laptop inte & government netwaork. Data from that election network
later appeared at a public gathering discussing perceived election fraud issues.

« Twocou ity officials allowsd unauthorized users access to their efection systems during an audit process,
resulting v the state’s ¢hief election official subsequently decertifying the machines and prohibiting them from
being used in future elections.

Potential for Foreign Adversary Exploitation of Insider Threats

To date, the examplas of insider threat activity related to the elections process have been domestit in nature, both in
terms of the actor and tha motivations. However, since at least 2016, a growing number of foreign adversaries have
continued to monitor election networks and attempted to influence or interfere in U_S. elections. While we assess that the
threat of a fm'EIgn adversary gaining access to election infrastructure through a mttlng insider is minimat, the perceived
normalization {or steadystate} of election influsnce ar imterference might help drive some adversaries to push the
boundaries of U.5. “red lines,” such as targeting and exploiting 1.5, persons or election workers to intarferz in U.S,
glections. One way this furqun derived threat could manifest is via attempts 1o axﬁlh:rrﬁmider access timerfera with
election infrastructure or processes. Foreign adversaries, as well as other imaticious actors such as criminal networks,
could atternpt to gain insider access through a vanety of methods,

»  Adversaries may seek to gain insider access by exploiting a targeted insider's ideological views, providing
finaneial incentives, or using proxy organizations or diplmatic presence to establish contact with an ind widual
either alread}_r in & position of trust or would be willing 1o seek out and acquire a position on behalf of thé foretgn
actor.

e Adversaries may attempt to blackmail or coerce an insider 1o leverags the |nsider's access, collect insighls on
election security efforts and vulnerabilities, or direct the insider to perform malicious activity, Prior to initiating
cantact, the foraigh adversaries III-EEI:.' would callect information on the target to uncover anything they could use
for hlackmail or coercian, The type of information could include financial debts, and potantially em barrassmgor

]IJega] activity.

In the evant an adversary was to gain access to eleciion infrastructure via an insider, they could potentially use that
access 1o disru pt. processes andfor spread false information in an attempt to discredit the electoral process and
undermine confidence in US. democratic institutions.

s [ an adversary geined access through an insider to election systems in & particular jurisdiction, such activity
could expose voters' personat information, hinder voters' abilll:fto access accurate information on election day or '
render these Systems tem puranl:.r inaccessible to the pubic or efection workeers, ali of which could slow, but would |
not prevent, voting or the reporting of results.

= In addition, adversaries could alse employ insiders to assist with their malign influence operations to undsmine
American comfidence in the securlty and Integrity of the elections process. An insider could provide an adversany
with materia! to develop or amplify messaging challenging election system security, results, or operations. This
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inciudes through coordinated data leaks or the publication of information alleging an adversary's compromise of
election infrastructure.

Potential Indicators of Insider Threat Activity

!ndividuals at risk of becoming insider thraats often exhibit waming signs, or indicators.? The following list is not all
inclusive, but contairs potemtial flags that elaction officials should be alert to and séek further review by authorities:

s Attempting to alter or destroy ballots, maikin ballat envetopes, administrative documentation, or allowing others
to aceess these materals without prior approval.

= Without need or authorization, accessing systems, equij:rment and/or facilities they have no need 10 acoess or
providing unauthorized personnel access,

s Tuming off aacunty cameras or geeess eontrol systems or disreganding two-person e requlrements.

= Without need or authorization, takmg proprietary or other material home via documents, thumb drives, computer
dizke, ar email Unnecessarily COPYINg material, especially if it is pmpne‘tary or sensitive,

- Remt}telg.r acressing the computer network at odd or unaxpected times am:dcal far normal nperatmrrs

- Dhsregardmg agency computer policies on installing personal seitwars ar hardware, ames&mg restricted
websites, conducting unauthorized searches, or downleading confidential tnformation.

=  Intimidating or threatening other staff.

Securing Your Organization: Building an Insider Threat Mitigation Program

Election workers and their private sector partners regularly employ practices designed to deter, detect. or prevent harmiful
acts h}r"lnsTders. whether or not they use the term “insider threat” or have articulated their approach and practices in a
documented program. From handling ballots in teams nftwu'{uﬂen kipartisan}, t¢ robust chain-ofcustedy procedures, 1o
the presence of observers during voting and ballof ceunting, many langstanding core election practices have been
designed with insider threat mitigaticn in mind. Mevertheless, election infrastructure stakeholders may benefit from
ducumentmg thair approach and establishing a more formalized insider threat mitigation program. Such actions can help
identify gaps in curment practices and {nform the organization’s broader appreach to risk management.

Organizational culture should also reinforce proactive reporting of employee concems and security issues as a core
component of wcufingthe environment. From this foundation, a successful insider threat mitigation program should
implement practices, strategies, and systems that limit and track access across organizational functions, Provided they
receive the necessary oversight to ensura they are being applied appropriately, preventative measures against insider
threats also contribute to detecting threats by estabiishing transparent, auditable election systerns and prucesses and
then identifying outliers or anomalies for nvestigation. Key elements of election infrastructure insider threat mitigation
programs include:

= Standard Operating Procedures (S0Ps] describe the sequence of steps or requirements to complete a task.
Examples can indude requiring visual signs to identify authorized personnal in specific areas or reguinng the
“puddy system® or a two-person minimum for handling sensitive tasks. Checidists are helpful tools for promoting
adherence 10 S0Ps,

2 (L) The Insider Threat: An Inroduction to Detesting and Detgrring an nsidar Spy | FBI | 21 May 2016 | hitos oSS wyww D gow/fle
[epository/insider threat brochvne pffview
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= Physical and Digital Access Control systems can detect and prevent Insider threats, Acoess control systems
sheuld apply the principle of least-privilege, giving individuals access only to systems required 10 perform their
essential functions. Access privileges may change leading up to an election or other key dates. Physical access
controls may include limiting access to faciiities, equipment, '
devices, tamper-evident seals and bags, and other assets as well
as providing video surveillance of physical assets. Digital access
contrals grant access only to necessary systems, assets, dats, or
applications refated to an individal's jebor function. In both
cases, atcess logs, control forms, and surveiliance video provide
auditable records of who acoossed a physical or digital asset, as
well as when it was accessed, Overall, actess Control systems
prevent any one individual from gaining entry to all assets within
an arganization and reduce potential harm to physical or digital
systems. If an incident is suspected, access legs and cantrol
forms can help with postincident investigations and even serve
as evidence,

«  Chaln of Custody Procedures track the movement and control of physical and digital assets by documenting each
time an asset is handled or transfemred and who was responsible for it, This gan help prevent unautnorized
access o sensitive systemns, detect the presence of an insider threat, provide evidence, and improve remediation
time if an incident ocurs, It produces an auditable record of an ssset’s transfers and transactions, enabling
detection of a potential threat if there is a gap in the chain.

»  Zero Trust Security is based on tha principle of “always verify.” Instead of assuming that everything that happens
on an organization's networks and systems is safe, the z2ero trust approach assumes that a breach has or will
oecur and verifies each request as though it is unauthorized. A zero trust approach explicitly verifies every
request for access, regardless of where it onginates or what resource it accesses. Many digital systems now
include zera trust securlty features that can be tumed on, such as always requining users to enter their password
rather than storing it in the device's memary. Election infrastructura stakeholders may also consider procedures
like implementing the “twe-parsen rule” {require at least ane observer to be present) or workin & i bipartisan
teams when Accessing sensitive resources.

« Continuois Monitoring is a key practice for detecting anomalous behavior, 10 include potential insider threats. it
involves a combination of the human and digital tocls—such: as access logs, video surveillance, endpaint
detection and response software—underpinned by a strong organizational culture of preactive reporting.

+  Aucgting of all election amd husiness processes shouk be a routine part of glection administration before, during,
and after an election. Audits validate whether measures such as access cantral and chain of custody are
functioning properly, collecting and maintaining necessary data, and being used appropriately by staff, They also
provide the opportunity to review records (access logs, security footage, chain of custody forms, ete.} and identify
any potential gaps or areas for improvement. It is recommended to build audits inte an organization's SOPs. :

«  Fotlow Cybersecurity Best Practioes for systems and networks te implement a defensein-depth approach that
prevents single points of failure from being enough for a system compromise. These security best practices are
alse designed with the expectation that a malicious actor has already obtained access to a like system or |

I software to try and identify valnerabilities, Cybersecurity best practices like multi-factor authentication, patching
and updating, and networik segmentation all hatp minimize the potentia! secunty impact if an incldent, like an
ingider threat, were 1o occur,
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« Reporting all incidents to the appropriate authorities so they can be investigated and documented can prevent or
reduca the likelihood of similar incidents ecocurring in the future.

Establishing and maintaining necassary standard operating procedures, access controls, Zero trust security, and chain of
custody procedures are necessary facets of election administration. Further, they must be reviewed, tested, and audited
before, during, and after elections., Altogether, thesa measures support the integrity, reliability, and secunt},rﬂf an elegtion,
providing the evidence to build puklic contidence in the process, To assist stakaholders with their insider threat mitigation
efforts, CISA developed an *Insider Threat Reporting Template® and an “Insider Threat Investigation Template” as toos far
organizations to downlaad, review, and incorporate inta their insider threat mitigation programs. These templates and
“Insider Threat Reporting Templates User Guide™ are annexes to this guide and can be found on tha CISA #FROTECT2024
website and are linked below.

Additional Eiection Security Resources and Contacts

The FBI and CISA encourage the public 1o repm‘l'informatiun conterning suspicious or criminal activity to their local iFB1 field
office fwww fhi.Zov/contact-usMeld).

For addltional assistance, best practices, and common terms, please vislt the following wehsites:

* Protested Voices — FA|
#Pmiectﬁﬂzd LISA
- 3. Ele istan mrpi

* Election Secur g{ = Degt of Homeland Seclrity
« FEloction £rimses and Security — FBI
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USER GUIDE

Insider Threat Reporting Templates

The Cybersecurity and Infrastructure Security Agency (CI54) created these reporting templates a3 & tool for stakeholder
crganizations to download, review, and incerporate into their insider threat mitigation programs. The Reporting Form and the
{mvestigative Form are fillable FOFs that can be used with any insider threat program. Like other templates C15A has developed,
stakeholders can wtilize the forms in their cumrent format or usa them as an example in developing their own products internally.

The Reporting Form allows individuals to submit concemns related to a potential insider threat to the appropriate point of
contact within their arganization. This form features a “submit” button that erganizations can edit to auto-generate an email
to the appropriate mailing address within the organization. An organization intending to use the Reporting Form will need to
edit the “submit” buttan as outlined in this document, before making the form available for employvee use. This helps ensure
that all reparts are collected centrally by the appropriate sefected reciplent(s) ar inkbow

The Irvestigative Form is designed to help organizations document incidents and determine appropriate next steps,
including, bum not limited 2, review by an arganization’s Threat Management Team, referral 1o law enforcement, or other
follow-on actions as necessary to protect the organizaton and its employees. This will assist stakeholders as they keep a
record of organizational actions related to an insider threat incident, promote accountakility of necessary $eps 1o protect
asgets, and to identify vulnerabilities inthe effort of mitigating Tuture insider threats.

The forms are downloadabkle If you have a concarn ahaut an immediate threat in the

and the data collected Is workplace, centact your focal law enforcement. The reporting
cantrolled and managed by Hie and investigathr templates are not inlorded do provide any ordanization
policies and pretocols of the with the authorily to perfonm achivities that they are otherwlse not able
stakehelder organizations. 0 perform under applicable [aw, regutatlon, and poticy. Consuftt with your

iogdat counscl botore implementing these forms in your grganization.
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Insider Threat Reporting Template

WORKPLACE REPORTING FORN

The raparting and Im'esﬁg;lmra temypatos ara ol Intended o prowicie any crganfzation with the authorty to perform
aciivitles that they ara ctiarwfse Aol alWa o perform unoar sppiicabia v maufaton, and policy. Consolt with yowr
tezal counsel batore Implemanting Iase FORTS IR yUr argantzatior,

Please use this sectlon to report any susplclous actlvity In the workplace, focusing on documenting
the incident and providing refevant details about the ohserved behavior/incident:

1 | bescription of Incident

Privtoe 25 many dokhils 3% v can egaming tho ineloont amd your sbsorvatiins.

2 | Incident Location
Example: 123 Maln Streel, Atytown, ST 22345

3 | Incident Datg or Date Range

4 | Incident Timets)
Ewample: 1130 A,

5 | Concern Type

Examples imchsde: Yerbal Wriklen Flhweals; Terrortsi Aftolant Extremismy Personal
Conduct; Finencial Considerations; Substance Abuse; Dehavioral Considerations; Criminal
Lomduct; Mshanating Protected Information; Miuse of Information Technology; Cyber
Crime; EsploRage; FinancialAntalectual Property Thef; Workplace Violence

Please share detalls about the indlvidual{s) associated with the susplclous activity In the following sectlon:

6 | Name for Descripion if Lnknown)
F_mmpIEJonn [

T [JobTite
Example: Analyst, Sales Rep, Software Englneer

& | Role or Joh Type

Exammear Emplavee, Contractor, Consultant, Yermdor, el

This reporting tempiate s iniended to documert acthiics and betiiors ihal am
suspioes ar Indicailve of criminal activiiy. Such activitles or behaviors shoutd be

reportid only whon Whera are antlculable facts o support 5 rational conRcfusion that

the behavior {5 Suspclous or sudgesis criminal acthvil Do not report based o SU BM'T
eonstitubionally profocted activitYes or an the basis of race, ethrlcity, melifion, gender, by n
sexial aneniailon, dlsabiity, or ofher such characterisics, and do nof report based m

2 combination ef ardy such fectors. i you hene a cormcern about an immediale threat

In the workplace, contact vour focal faw enforcemernt.




Insider Threat Reporting Template o

RO !
Ty an e Ty g
L L e  um Dmi E

WORKPLACE INVESTIGATIVE FORM

The reparting and fmvesHegative tomplates are o atenoed Lo provide 2y organlzation with the atthortly o perom
acthitfes that they are otherwlze nal alvg to perform under apndcabie law, regulation, and polfcy. Consult with your
lagal coumsel betore Implementing Ihesa FORTS (R yoUr (rganization.

INCIDENT DETAILS

. .. Quiline Incident in firther detalf (Le. winess stalement, etc.k What T systems were compromsed 7 What rechnoiogy
1 |Incident Description  jyenuied the breach (it appiicabie)?

Examphes imiuge: Verbal Mritten Theeats Terronsmy/Violent Sctremism; Personal Condurt; Finandal Considerations; )
2 |ConcemType  supiame Abuse; Behavional Conskierstions; Criminal Corouck Mishanding Frotected Informatian; Misuse of Infarmation
Technaisdy ESpitraies Firanuialirialectus! Propery Thetl Other

3 | Has the appropriate security professional been notified? (o ves {7 o {7 A

4 | Has the Insider Threat Management Team been notified? (1 tes {2 #o T A

INFORMATION ON THE PERSON OF INTEREST

5 | Name |
& | jouTie ]
7 | Labor Catepory ;
|
!

8 1 Clearance Leve] /Speciaf Acress
G | Network Privileges

10 | Equipment Used in Incident

11 | Office Location

12 | Incident Dante ar Date Range

13 [ Incident Time(s)

INVESTIGATCGR/INTAKE OFFIGIAL'S INFORMATION

14 ! Name " [
15 } Contact Information |

16 [ Position I I



ADDITIONAL INFORMATION

17 | Initial Recommendations  Does law enforcement need to be Imahved? What action meeds (o ooour [ keep Individuals esfe?

What activity ocourmed? What was e iIndhiduals main motvation (if known)? Were any

18 ; How was the suspicious activity detected?  omnizational policies viniated? How were the securlly plicies/procedures evaded if
pessibiet What action did the arganizabion take fo mitigate and mrevert an incldent?

What actions did the organlzation {ake? Wers sonsequences fir ihe inohidual recommended o

19 | Next Steps, Follow-up, and Conclusion MR such as a fornmal warning, sugtested copmseling of leFMNaton? Was the mamor sent o law
enforoement for fourther ImvesliZations Were witness (nlendews condutiea? What aetfon musk

coma fext M s particglar inskanpe?

What security considerabons shoukd e aganization acdimes? What changes need
20 | Recommendations / Updates / Changes to Make 15 pe mage 10 protoct the ofeanizations highvale assets? Did the reporting pathway
fead to & successul mitigation of prevenkion? IF nok, whiat securlty gap necds to ba
addreszed? Is Increased mortaring af e individua! needeg?

]
+
4
.
=
B MR, TRPE LT

’ EeS - !
Name : Title® .
. = . . ¥ e .-1’-‘-:".'.1' T A1 B a S - ® L
Law Enforcement fvestigation Number if . :Investigating Offfce (if applicable) . bt i
‘applicable) .. a R Tt g oowE o :
- ) P, . L » - iodq
s LS
L et i o aEtndk b AT = W




Robert Mancini Alfeia Goodwin

4 Guernsey Lane 117 Abbey Terrace

Media PA 19063 Drexel Hill, PA 19026

Phone 610-506-9827 267-977-0757 Represent Sell
Fax- None None

Email

IN THE CIVIL COURT OF DELAWARE COUNTY OF PENNSYLVANIA

Robert Mancint, resident : Petition and Preliminary Injunction
Alfeia Goodwin, Candidate $™ District
Of PA, US Congress
Jaintly Plaintiffs,
v,
Delaware County, PA : CV-2024- €3¢
Defendant

CERTIFICATE OF SERVICE

I hereby certify that on f I QOctober 2024 a true copy of the Complaint and Preliminary
Injuniction will be served upen tbe following in the following in the manner indicated:

VIA the Sheriff

Sharon Scattolino, County Clerk,
Office of Open Records Officer
201 West Front Street, Reom 206
Media PA 19063

LoLT Mg

Robert Mancini

FILED
10-11-2024 04:25 AN

OFFICE OF JUDICIAL SUPPORT
DELAWARE COUNTY, FA



